MpunorkeHue N 2

NHOOPMALIMOHHAA NAMATKA
AONA OBYHAIOLLUXCA ANnA PASMELLEHUA
HA OPULIMANIbHBIX UHTEPHET-PECYPCAX

C KaxkgblMm rogom mosoaexKum B MHTEPHETE CTAHOBUTbLCA 60ﬂbLLle, a WKOJIbHUKKN OOHU N3 CaMblIX
aKTUBHbIX MO/Ib30BaTENEN PyHETa. Me>+<,a,y TEéM, NOMMMO OrFpoMHOIo KoJamn4yecrtea BO3MO)‘KHOCTeﬁ,
WUHTEPHET HECET U ﬂp06ﬂeMbI. OTa namATKa A0NXKHA NOMOYb Tebe 6esonacHo HaXo4uTbCA B CETU.

KomnbloTepHbie BUPYCbI

KomnbloTepHbIi BUMPYC - 3TO Pa3sHOBUAHOCTb KOMMBIOTEPHbLIX MNPOrpamm, OTANYMTENbHOWN
0COB6EHHOCTbIO KOTOPOW ABNAETCA CMOCOOHOCTb K Pa3MHOKEHMI0. B AOoNOAHEHME K 3TOMY, BUPYCbI MOTYT
noBpeanuTb UAN MONHOCTbIO YHUYTOXKMUTL BCe ¢alinbl U AaHHble, NOAKOHTPO/IbHbIE MO/b30BaTENIO, OT
MMEHM KOToporo Bbina 3anyLeHa 3apa*keHHasa Nporpamma, a TakxKe NnoBpeauTb UK axKe YHUYTOXKUTb
OMEepPaLMOHHYI0O CUCTEMY CO BCemMu dalaiamu B LeoM. B 6O/bLUMHCTBE Cay4yaeB pacrnpoCTPaHAOTCA
BMPYCbl Yepes UHTepPHeET.

MeToabl 3aWmTbl OT BPELOHOCHbIX NPOrpamm:

1. V|CI'IOJ'Ib3yVI coBpemMeHHble onepaunoOHHbIE CUCTEMbI, MMerLWwne Cepbe3Hbe/‘1 YPOBEHb 3aWNTbl OT
BPEAOHOCHbIX NPpOorpamm;,;

2. MNoctosHHO ycTaHaBAMBal naytM (uMdpoBble 3annaTkW, KOTOpble aBTOMATUYECKU
YCTaHaBNMBAKOTCA C Lenblo A0pPaboTKM nporpammbl) U apyrne obHOBAEHMA CBOEM onepauyoHHOWN
cuctembl. CKaumBall UX TOAbKO € oduuManbHOro canTta paspabotumka OC. Ecam cyuiectByeT perkum
aBTOMaTUYECKOro 06HOB/IEHUS, BKNOYM €rO0;

3. PaboTtai Ha cBoemM KOMMbIOTEpPE NoA MpaBaMu NO/b30BaTeNs, @ HE aAMUHUCTPATOpPA. ITO He
No3BoAUT 6O/bLUMHCTBY BPEAOHOCHLIX NPOrPaMmM MHCTANNMPOBATLCA HA TBOEM MNEPCOHA/IbHOM
KOMNblOTEPE;

4. WNcnonb3y aHTMBUPYCHble MNPOrpaMMHble MPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C
aBTOMaTU4YeCKUM o6HOBNEHMEM 6a3;

5. OrpaHunyb GU3NYECKUIA OCTYN K KOMMbIOTEPY 418 NOCTOPOHHUX /INLL;

6. Vicnonb3yit BHeWHMe HocuTenn MHbopmaLmn, Takme Kak daellka, guck nam ¢ann ns MHTepHeTa,
TO/IbKO M3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKpbiBait KomnbloTepHble Gaiibl, NONYYEHHbIE M3 HEHAAEMHbIX UCTOYHUKOB. [arke Te
daiinbl, KOTopble NPMCAAN TBO 3HAKOMBI. Jlydlle YTOYHU Y HEro, OTNPABAAA 1N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BUA Nepeaayu AaHHbIX, He TEXHO/10TUA, a BCero nLlb 6peHa, mapKa. Eule B 1991 roay
HUAEepNaHACKas KomnaHua 3apernctpuposana bpeHa "WECA", uto 0603Hayano cnoBoco4yeTaHue
"Wireless Fidelity", koTopbili nepeBoanTCA Kak "becnpoBoaHan TOYHOCTL'.

[o Hawero BpemeHun gowna gpyras abbpesnaTypa, KOTopan ABAAETCA TAKOM e TexHonornen. 1o
abbpesunatypa "Wi-Fi". Takoe HasBaHMe 6bIJ1I0 4@HO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOM TEXHUKM
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKas TOYHOCTb".

[da, 6ecnnaTHbli WHTEpPHeT-4OoCTyn B Kade, OTensx M asponopTax ABAAETCA OT/IUYHOM
BO3MOKHOCTbIO BbIXO4a B MHTEPHET. HO MHOrMe 3KCnepTbl cuMTaloT, YTo obweaoctynHble Wi-Fi ceTu He



ABNAOTCA 6€30NacHbIMMU.
CoBeTbl No 6e3onacHocTM paboTbl B 06weaocTynHblx ceTax Wi-fi:

1. He nepegaBali cBotO IMYHYIO MHbOpMaLMio Yepes obweaoctynHblie Wi-Fi cetn. PaboTan B HuX,
YKenaTtenbHO He BBOAUTL MAPO/IM AOCTYNA, NOTUHbI U KaKMe-To HOMepa;

2. Wcnonb3syin n 06HOBAAK aAHTUMBUPYCHble nNporpammel M OHpaHamayep. Tem cambiM Tbl
obe3onacuib cebs OT 3aKauykuM BUpYyCca Ha TBOE YCTPOICTBO;

3. Mpu ucnonbzosaHmm Wi-Fi oTkatoun dyHKuMio "O6wmit goctyn K dannam n npuHTepam”. AaHHas
dYHKLMA 3aKpbiTa MO YMOJYAHWUIO, O4HAKO HEKOTOpPble MO/b30BaTe/NM aKTUBUPYIOT ee ana yaobcTea
MCMNo/ab30BaHMA B paboTe uau yuebe;

4. He ucnonb3yi nybanuHbin WI-FI gns nepegaun AnYHbIX AaHHbIX, Hanpumep ANSA BbIXo4a B
CouMasbHble CETU WU B 3/IEKTPOHHYIO MOYTY;

5. Mcnonb3yi ToNbKO 3almileHHoe coeauHeHne yepes HTTPS, a He HTTP, T.e. npn Habope Beb-
aapeca 8Boaun umeHHo "https://";

6. B mobunbHom TenedoHe oTkawoum ¢yHKumio "MogknatoveHne Kk Wi-Fi aBTomatmyeckun". He
[0MyCcKan aBTOMaTUYEeCKOro NoaKatYeHns ycTpoincTea K cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CoumanbHble CeTM aKTUBHO BXOAAT B Hawy XU3Hb, MHOIne ntoamn pa60Ta|0T N XKNBYT TaM NOCTOAHHO,
a B Facebook yXe 3aperncTtpnpoBaH muaanapa 4enoBekK, 4YTO ABNAETCA OAHOﬁ Ce,ﬂ,bMOﬁ BCEX XKUTenemn
nnaHeTbl. MHOrMe NOAb30BATENM HE MOHMMAIOT, YTO MHd)OpMaLI,Mﬂ, pa3meleHHaa MMn B CounaibHbIX
CeTax, MmoXxetT 6bITb HaﬁAEHa M NCNOJsIb30BaHa Kem yrogHo, B TOm 4nucne He obAsaTenbHO C bnarmmm
HamMmepeHnammu.

OcHoBHble coBeTbI N0 6€30MaCHOCTM B COLMAbHbIX CETAX:
1. OrpaHunyb cnNUCoK apysen. Y Tebs B 4py3bax He A0MKHO ObITb CIYY4aMHbIX U HE3HAKOMbIX NHOAEN;

2. 3awmwanm CBOK YaCTHYH KM3Hb. He yKasbiBail naposnn, TenedoHbl, agpeca, [aTy TBOEro
POXKAEHUA U APYIYIO INYHYI0 MHGOPMaLMIO. 310YMbILLIEHHUKM MOTYT MCMO/1b30BaTb AarKe MHGOpMaLmIo
0 TOM, KaK Tbl M TBOW POAUTENN NAAHMPYETE NPOBECTU KaHMKYbI;

3. 3awMLait CBOK penyTaumio - AePKMN ee B YACTOTe 1 3adaBali cebe Bonpoc: xoTen 6bl Tbl, YTOOLI
Apyrve nonb3oBaTeNnM BUAEAW, UYTO Thbl 3arpy:Kaewb? lModymail, npexae Yyem 4yTo-To onyb6AMKOBaTh,
HanmcaTb U 3arpy3unTb;

4. Ecnn Tbl ropopuiib C 1104bMU, KOTOPbIX HE 3HaelWb, HE MCI'IOJ'Ib3yI7I CBO€ peasibHOE UMA U ApPYTyro
JTNYHYIO VIHd)OpMaLI,VIVI: MMA, MECTO XKUTENBbCTBA, MECTO y‘-leﬁbl n npoyee;

5. N36erait pasmeweHuns ¢oTtorpaduin B UIHTepHeTe, rae Tbl U306parxkeH Ha MeCTHOCTH, MO KOTOPOI
MOXHO ONpeseMTb TBOe MECTOMOJIOKEHUE;

6. Mpu perncTpaumm B COLMaNbHOM CETU HEOBXOAMMO UCMOb30BaTb C/I0XKHbIE NMapo/M, COCTOoALME
13 BYKB 1 LMP M C KOIMYECTBOM 3HAKOB He MeHee §;

7. Ona COLI,VIEB!'IbHOVI CeTn, NoYTbl U ApYyrnx canToB HeO6XO,CI,MMO MCNO/1b30BaTb pPa3Hble Mapoan.
Torpa ecnm TebA B3/10MatoT, TO 3/10YMbIWNEHHNKN NOAYyYaT AOCTYN TOJZIbKO K OAHOMY MeCTy, a He BO BCe

cpasy.



INEeKTPOHHbIE AeHbIU

3}'IEKTpOHHbIe AEHbIN - 3TO O4EeHb y,D,O6HbIﬁ cnocob nnaTemeVl, OAHAaKO CyWwecTBYHOT MOLWWEHHUKN,
KOTOpble XOTAT NOJTIY4YUTb 3TN AEHbIN.

3}'IEKTpOHHbIe AeHbrnm NnoABNINCb COBCEM HEAABHO N MMEHHO MN3-3a 3TOIN0 BO MHOTUX roCy4apcrBax
A0 CUX Nop HE NPONMUCaHO NPO HUX B 3aKOHaX.

B Poccum ke oHU GYHKUMOHMPYIOT M O HUX YXKe MPOMUCAHO B 3aKOHe, rae WX pasaensatoT Ha
HECKOJIbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIe. Pa3HUMLA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaetca nNpoBoAMTb onepaumm 6e3 uaeHTUOMKAUMM NOSb30BaTeNA, @ B HEaHOHUMHbIX
naeHTMPUKaUnA nosb3oBaTena aBaseTca 0bAa3aTeIbHOM.

TaKKe cnefyet pasnnyatb 3/1€KTPOHHbIe pUaTHbIe AeHbrM (paBHbI FOCYAaPCTBEHHbBIM Ba/lOTam) U
3N1EeKTPOHHble HeduaTHble AeHbIM (He paBHbl FOCYAapPCTBEHHbIM BalOTam).

OcHoBHble coBeTbl Mo He3onacHo pa60Te C 9NNEKTPOHHbIMU AEHbraMu:

1. MpuBAXKM K cHeTy MOBUNBHDBIN TenedoH. ITO camblit yA0OHbIN 1 BbICTPbIA CNOCO6 BOCCTaHOBUTD
[ocTyn K cyety. lNpuBA3aHHbIN TenedoH MOMOXKET, ec/M 3abyaellb CBOM MAATEXKHbIA Naposb WMAU
3aliAellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ncnonb3yin ogHopasoBble napoau. MNocne nepexona Ha YCUAEHHYIO aBTOPM3aLUIO Tebe yiKe He
6yaeT yrpoXKaTb ONACHOCTb KpaXKu UK nepexsaTa NaTeXHOro napons;

3. Bblbepn cnoxHbiit naposb. MpecTynHMKam 6yaeT He NpPOCTO yragaTtb C/OXKHbIA Maponb.
HagerkHble Napo/siv - 3TO Napoan, KOTOpble CcoAepKaT He MeHee 8 3HAaKOB U BK/OYaloT B ceba CTPOUHble
M NponucHble BYKBbI, UMPbl U HECKONIbKO CMMBO/IOB, TaKME KaK 3HaK gonnapa, GyHTa, BOCKAULATENbHbIM
3HaK v T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOW /INYHbIE A@HHbIE HA CalTax, KOTOPbIM He AoBepseLlb.
INeKTPOHHAA noyTta

INEeKTPOHHAA NoYTa - 3TO TEXHO/IOTUA U NPeSoCTaBAsiEMbIe €0 YC/IYTU MO NEPECIIKE U MOYYEHUIO
3/IEKTPOHHbIX COOBLLEHNI, KOTOpbIe pacnpenenatoTca B KOMMbloTEPHON ceTU. OObIMHO 3N1EKTPOHHbIN
MOYTOBbLIM AWMK BbLIMAAUT CledylolwmMm obpasom: MMA_MNO/b30BaTENA@UMA_JOMEHA. TaKKe Kpome
nepezayn NPocToro TEKCTa, MMEETCS BO3MOXKHOCTb NepeaaBath Gaisbl.

OcHoBHble coBeTbl N0 6e30nacHoi paboTe C 31EKTPOHHO NOYTOW:

1. Hago BbI6GpaTb NPaBUbHbIN NOYTOBLIV CEPBUC. B MHTEPHETE €CTb OrPOMHBIN BbIBOP HecnnaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO /lydlle AOBEPATb TEM, KOrO 3Haellb M KTO NepPBbIit B PEUTUHTE;

2. He ykasbiBali B JIMYHOM MNouTe JMYHYO WHPopmaumio. Hanpumep, nydwe BbIGPaTb
"My3blKanbHbIN_paHat@" nau "pok2013" emecto "temal3";

3. Ucnonb3yih AByX3TanHyl0 aBTOpM3aumio. 3TO Korga NOMMMO Maposa HYXHO BBOAUTb Kog,
npucoliaemsiii no SMS;

4. Bbibepn CNOXKHbIN Naposib. [NA KarKAOro Mo4YTOBOrO ALLMKA OO/KEH OblTb CBOM HAZEXHbIN,
YCTOMYMBbLIM K B3/IOMY Napo/ib;

5. ECM eCTb BO3MOXHOCTb HanmcaTb CaMomy CBOM /IMYHbI BOMPOC, MUCMOAb3YN 3TY BO3SMOMKHOCTb;

6. MCI'IOJ'Ib3yl7I HECKOJZIbKO NMOYTOBbIX ALWLMKOB. nepBblﬁ ana YyacTHoM nepennckn C agpecatamm,



KOTOPbIM Tbl A0Bepsellb. ITO 31eKTPOHHbIM afpec He HaZo UCNO/1b30BaTb NPU perncTpauumn Ha Gopymax
W calTax;

7. He oTKpbiBait paitnbl M gpyrve BAOXKEHUS B MUCbMaX, AaXKe €CAN OHU NPULLAKN OT TBOUX ApY3ei.
Jlydwe yTOUYHM y HMX, OTNPABAAAN N OHW Tebe 3Tu daiinbl;

8. lMocie OKOHYaHMA PaboTbl HA MOYTOBOM CEPBUCE Nepes 3aKpPbiTUEM BKAAAKN C CAMTOM He 3abyab
HakaTb Ha "BbinTn".

KnbepbynnuHr unm BupTyanbHoe M3aesateibCTBO

KnbepbynnuHr - npecnesoBaHWe COOOLEHUMAMM, COAEPKAWMMM OCKOpbsieHUs, arpeccuto,
3anyrmBaHume; XyanMraHCTBo; counaabHoe 6OVIKOTVIpOBaHVIe C NMOMOLLbIO Pa3/INYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnmHrom:

1. He 6pocaiics B 60M4. Jlyuwnin cnocob: NocoBeToBaTbCA KaKk cebs BECTU U, €CNIN HET TOTO, K KOMY
MOXHO 06paTUTbCA, TO BHaAyane YCNOKOMTbCA. ECAM Tbl HauyHewb OTBeYaTb OCKOPOAEHMAMM Ha
OCKOp6EHUSA, TO TONLKO elle H60/bLIe PAa3oXKKeELb KOHPMKT;

2. YnpaBnsan cBoel Knbeppenyrauue;

3. AHOHMMHOCTb B ceT MHMMaA. CyLLecTBYIOT CNocobbl BbISCHUTb, KTO CTOUT 3@ aHOHWUMHbIM
aKKayHTOM;

4, He CTOMT BeCcTM Xy/AWUraHCKMI 0bpa3s BUPTyanbHOW XU3HWU. UHTepHeT dUKCUpyeT BCe TBOM
AENCTBMA U COXPaHAET UX. Y4anuTtb nx byaeT KpaliHe 3aTpygHUTENbHO;

5. Cobntogaii cBOK BUPTYa/ibHYIO YECTb CMOJIOAY;

6. WrHopupyih eauHWuHbIM HeratuB. OAHOPa30Bble OCKOPHWUTE/NbHble COOBLWEeHUA aydle
urHopuposatb. OBbIYHO arpeccusa NPEKPaLLAeTCa Ha HaYaNbHOM CcTaguu;

7. BaH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COOBLLEHUAMM, B COLIMANbHbIX CETAX €CTb
BO3MOXHOCTb 6/IOKMPOBKM OTNPABKM COODLLLEHMI C ONpeaeeHHbIX a4pecos;

8. Ecan Tbl cBMAeTeNb KuMbepbynnuHra. TBOM AENCTBMA: BbICTYNUTb NPOTUB NpeciaenoBaTens,
NMoKasaTb emy, YTO ero AeWCTBMA OLEHWMBAIOTCA HeraTMBHO, NoAAeprKaTb KEPTBY, KOTOPOM Hy»KHA
NCcMX0/0rMyeckan NOMOLLb, COOBLIMTL B3POCbIM O aKTe arpeccMBHOIO NOBEAEHNA B CETW.

Mo6unbHbIii TenepoH

CoBpemeHHble cMapTdOHbI M MNaHLWETbl cogepkaT B cebe BMOAHE B3POC/AbIA GYHKUMOHAM, U
Tenepb OHW MOTYT KOHKYPMPOBATb CO CTALLMOHAPHbLIMKU KOMMbtloTepamu. OfHAKO, CPeACTB 3aluTbl Ann
NoAO06HbIX YCTPOWCTB MOKA 04YeHb Mano. TecTMpoBaHME U MOUCK YA3BMMOCTEN B HUX MPOUCXOAMUT He TaK
WHTEHCUBHO, Kak ana MK, To ke camoe KacaeTca U MOBUIbHBIX NPUIOKEHWIA.

COBpeMeHHble MOBUNbHbIE 6pay3epbl yXKe NMPaKTUY4ECKN OO0TrHa M HaCTOJibHble€ aHa0rn, o4HaKo
pacwumnpeHune d)yHKLI,I/IOHaJ'Ia B/1I€YEeT 3a cobol 60l'lbI.IJYIO CNIOXKHOCTb U MEHbBLUYHO 3alWNLLEHHOCTD.

[aneko He BCe NPON3BOANTENN BbIMYCKAOT 06HOBAEHMWSA, 3aKPbIBalOLLME KPUTMYECKNE YA3BUMOCTH
ONA CBOWMX YCTPOWCTB.

OcHoBHble coBeTbl Ana 6esonacHoCcTM mobunbHoro TenedpoHa:

Huyero He aBnAaeTca no-HactoAemy 6ecniaTHbIM. 5y,£l,b OCTOPOXEH, Beab Korga Tebe npegnararoTt



6ecnnaTHbI KOHTEHT, B HEM MOTYT 6bITb CKpPbITbl KaKne-To naaTHble YCAYTH;

Oyman, npexge yem otnpaButb SMS, ¢oTo unm Buaeo. Tbl TOYHO 3HAEWb, rge OHWM byayT B
KOHEYHOM uTore?

Heobxoammo 06HOBAATL ONEPALLMOHHYO CUCTEMY TBOErO CMapTdOHa;
Ncnonb3yit aHTUBMPYCHbIE MPOrpaMmbl 418 MOOU/IbHBIX TenedpoHOB;

He 3arpyskait MpMNoKeHMA OT HEU3BECTHOIO UCTOYHWMKA, BEAb OHW MOTYT COAEpKaTb BpeAoHOCHOe
nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BblgeLWwb C CaiTa, rae BBOAWA /IMYHYIO MHGOPMAaUMIO, 3aaN B HACTPOMKM
6paysepa v yganu cookies;

Meproanyeckn Nposepan, Kakue naaTHble YCIyrM akTMBMPOBaHbI HA TBOEM HOMEpE;

[aBali cBOM HOMep MOBuNbHOro TenedoHa TONLKO /HOAAM, KOTOPbIX Tbl 3HAElb M KOMy
OoBepsellb;

Bluetooth gonxeH 6bITb BbIKAOYEH, KOTAA Thl UM HE NOJb3yellbcs. He 3abbiBall MHOr4a NpoBepATb
aTo.

Online urpobl

CoBpemeHHble OHMAMH-UIPbI - 3TO KPACOYHble, 3aXBaTblBalolWMe pa3BAeYeHUn, obbeanHAowmne
COTHM TbICAY YeNOoBEK N0 BCEMY MUPY. UrpoKM UccneaytoT AaHHbIA MM MUp, obLuatoTca Apyr ¢ 4PYrom,
BbIMNOMHAIOT 33a4aHWMA, CPaAXKaloTCA C MOHCTPAMM M MNOJYYaloT OMbIT. 33 YAOBONLCTBME OHM MAATAT:
MOKYNatoT AMCK, ONIaYNBaloT aBOHEMEHT MAM NPMOBPETAIOT KaKne-To oNuuK.

Bce 3TV cpeacTBa MAYT Ha NoAfeprkaHve W pasBUTUE WUrpbl, a TaKKe Ha camy 6e30nacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMKM, BbINYCKalOTCA HOBble Matuv (undposble 3annatkn anaa
nporpammy), 3aKpbIBaOTCA YA3BMMOCTU CEPBEPOB.

B I'IOLI,OﬁHbIX Urpax CTouUT onacaTbCA He CTOJ/IbKO CBOUX COMEPHUKOB, CKOZIbKO KpaXXun TBOEro naponas,
Ha KOTOPOM OCHOBaHa CUCTeMa aBTOpu3auunun 60N1bLINHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO MUrpoBOro akKKayHTa:

1. Echm apyroit UrpokK BeaeT ceba NAoxo Uam cosgaet Tebe HenpUATHOCTK, 3a6N0KUPYIA €ro B CNUCKe
NrPOKOB;

2. I'Io>+<anyl7|c;i AOMUHNCTPATOPAM WUrpbl Ha NJIOXO0E€ noBeAeHUE 3TOro WUrpoKa, XenatebHo
NMPUNOXUTb KaKNE-TO A0Ka3aTeIbCTBa B BUAE CKPUHOB,

3. He yKasblIBaW AMYHYI0 MHbOPMaLUio B Npodanae urpbl;
4. YBarKai gpyrux y4aCcTHMKOB MO Urpe;

5. He ycTtaHaBnuMBai HeoduumaabHble Natym U Moapl;

6. Icnonb3yi CI0XKHbIE U pa3Hble Napoy;

7. Daxe BO BpemA Urpbl He CTOUT OTK/IKOYATb aHTUBUPYC. Moka Tbl urpaeLlb, TBOWM KOMMNbKOTEP MOTyT
3apa3nTb.

OUWKHT Uam KpaXXa JINYHbIX AaHHbIX



O6bluHOM Kpakel [eHer U AOKYMEHTOB CErofHA Y»e HMKOro He yAuBUlb, HO C pa3BUTUEM
WUHTEPHET-TEXHONOMUIA 3/10YMbILINEHHUKN NEPEeMeCTUNIMCb B UHTEPHET, W MNPOAO0MMKAOT 3aHMMAaTbCA
"Nnobumbim" genom.

Tak nosaBmaacb HOBAA Yrposa: MHTEPHET-MOLUEHHUYECTBA UAN OULLMHI, TNaBHasA LeAb KOTOPOro
COCTOWT B MONY4YEHUN KOHOUAEHLMANbHBIX SAHHbIX NO/1Ib30BaTe/1el - TOTMHOB M Naposiei. Ha aHraniickom
A3blKe phishing ynTaeTtcs Kak ¢ouwwmHr (ot fishing - pbibHasa nosas, password - Napossb).

OcHoBHble coBeTbl No 6opbbe ¢ duwnHrom:

1. Cnegun 3a cBOMM aKKayHTOM. Ecnau Tbl nogo3peBaellb, YTO TBOA aHKeTa Oblia B3/iloMaHa, TO
Heob6xo04MMO 3ab6/10KMPOBATbL €€ U COOBLLNTL aAMUHUCTPATOPaAM pecypca 06 3TOM Kak MOXHO CKOpee;

2. V|CI'IOJ'Ib3yVI 6esonacHble BE6-CaﬁTbI, B TOM 4YnUcne, MHTEPHET-MarasanHoOB U MOUCKOBbIX CUCTEM;

3. Wcnonb3yit CNOXHble W pasHble naponu. Takum obpasom, ecan TebAa B3/OMaAOT, TO
3/10YMbILUNEHHUKM NOYYaT AOCTYN TONbKO K OAHOMY TBOEMY NPOGUIIO B CETU, @ HE KO BCEM;

4. Ecnu Teba B3nomanu, To HeobxoAMMO nNpeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobasneHbl y Tebs B Apy3baAX, O TOM, YTO Tebs B3/iOMasiM M, BO3SMOXKHO, OT TBOEro MmeHu byaer
paccblIaTbCA CMAaM U CCbIJIKU Ha GULLIMHIOBbIE CalThbl;

5. YcTaHoBM HageKHbIM naposb (PIN) Ha MobUnbHbIN Tenedon;
6. OTK/IlOYM coxpaHeHMe NaponA B bpaysepe;

7. He oTKpbIBait dainibl U Apyrue BNOKEHMA B MUCbMAX, AAXKe eC/IM OHU NPULLAK OT TBOWUX ApY3e.
Jlydwe yTOUYHM y HUX, OTNPABAAAN NN OHW Tebe 3T dannbl.

LUudposasa penytauus

Uudposaa penytauma - 3TO HeratMBHaa WAM NO3UTMBHaA uHPopmaumAa B cetm o Tebe.
KomnpomeTupytowaa uHbGOpMaumsa, pasmelleHHas B MHTepHeTe, MOXEeT cepbe3HbiM 06pazom
OTpa3uTbCA Ha TBOEN peanbHOW XM3HU. "Uudposaa penyTtauma" - 3TO TBOM MMUAXK, KOTOPbIU
bopmupyetca n3 nHpopmaumm o Tebe B UHTEPHETE.

TBOE MeCTO XUTenbCTBa, y‘-IE6bI, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHOCTH XapaKTepa u“
paccka3bl O 61M3KMX - BCE 3TO HaKaMN/MBaeTcA B CETU.

MHorv1e noAapOCTKM TIETKOMbBIC/IEHHO OTHOCATCA K Ny6ANKALMU NMYHON MHPOPMaLMKM B UHTepHeTe,
He MOHMMan BO3MOMKHbIX MOCAeACTBMI. Tbl AaXKe HEe CMOXelWb A0ragathCA O TOM, YTo ¢doTorpadus,
pasmelleHHas 5 feT Hasag, cTana NPMYMHON OTKasa NPUHATL TebA Ha pabory.

KommeHTapuu, pasmelieHne tBoux Gotorpaduii U apyrme AenUCTBUA MOTYT HE UCYE3HYTb LarKe
nocse Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaelWb, KTO COXPaHWA 3Ty MHbOpMAaLMIo, Nonana M OHa B
MOWCKOBbIE CUCTEMBI M COXPAHWUNACb N OHA, A FIaBHOE: YTO NOAYMAIOT O Tebe OKpyrKatolwme Noau,
KOTOpble HanayT M yBUAAT 3T0. HanTu MHbOpMaLMIO MHOTO SIET CNYCTA CMOXKET Ntoboi - Kak 13 fobpbix
nobyXKaeHWN, Tak U C HAMEPEHMEM MPUYMHUTL BPe. ITO MOKET ObITb KTO YrogHO.

OcHOBHble COBETbI MO 3aWmTe UMPPOBOI penyTaLun:

1. Moaymaii, npexae yem 4YTo-TO NyH6AMKOBATb U NepenasaTb y cebs B 610re nam B coumanbHoM
cetu;

2. B Hactpoikax npoduns ycTaHOBM OrpaHUYEHMs Ha MPOCMOTP TBOEro npoouns u ero



CcoAepXKMMOro, caenam ero Tonbko "ana apysein”;

3. He pasmewait U He yKasbiBali MHOOPMaUMIO, KOTOPAs MOMET KOro-nmbo ockopbasaTb mau
obuxKaTb.

ABTOpCKOE npaso

CoBpemeHHbIe LKOMbHWUKK - aKTUBHbIE MOAb30BaTeNn LMdpPoBOro npoctpaHctea. OAHaKo Aaneko
He BCe 3HaloT, YTO NO/Ib30BaHME MHOTMMM BO3MOMKHOCTAMU LMPOBOro Mmpa TpebyeT cobatogeHuns npas
Ha UHTeNNeKTyaNbHY0 COBCTBEHHOCTD.

TepMUH "MHTeNNeKTyaibHasA COBCTBEHHOCTL" OTHOCUTCA K PAa3INYHbIM TBOPEHMAM YE/0BEYECKOTO
YMa, Ha4MHas C HOBbIX N306peTeHn M 3HaKoB, 0603HaYaloLLMX COBCTBEHHOCTb Ha NPOAYKTbI U YCAYTK, U
3aKaH4YMBaA KHUramm, potorpadpuamm, KWUHOPUAbBMAMM U My3blKasIbHbIMW NPOU3BELEHUAMM.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENNIEKTYya/bHYIO COBCTBEHHOCTb Ha MPOWM3BEAEHMA HAYKMK,
NnTepaTypbl M WMCKycCTBa. ABTOPCKME MpaBa BbICTYNAlOT B KayecTBe rapaHTUM TOro, 4TO
WHTENNIEeKTYaIbHbIN/TBOPYECKMIA Tpya, aBTopa He O6ygeT HanpacHbIM, AacT emy cnpaseg/vBble
BO3MOKHOCTU 3apaboTaTb Ha pe3yabTaTax CBOEro TPyAa, MOAYYnTb U3BECTHOCTb U NpU3HaHKWe. HuKTo 6e3
paspelleHMs aBTOPa HE MOXKeT BOCMPOM3BOAWUTL €ro MPou3BefeHWe, PacnpocTpaHATb, My6ANYHO
AEMOHCTPUPOBaTb, NpPoOAaBaTb, WMMNOPTUPOBATb, MyCKaTb B MNPOKaT, MNyB/AMYHO UCMONHATD,
NOKa3blBaTb/UCMONHATL B 3$Upe UM pasmellatb B MHTepHeTe.

Ncnonb3oBaHMe "nupaTckoro" NporpaMmHoOro obecnevyeHnss MoXKeT NPUBECTU K MHOTUM PUCKaM:
OT NOTePU AaHHbIX K TBOMM aKKayHTam A0 6JOKMPOBKU TBOETO YCTPOMCTBA, FAe YCTaHOB/IeHa HeslerasbHas
nporpamma. He cTouT TaKke 3abbiBaTb, UTO CYLLECTBYIOT /ierasibHble U 6ecnaaTHble NPorpaMmmbl, KOTOpbIe
MOXHO HalT1 B CETWU.

O noprane
CeTeBUYOK.pd - TBOM rNaBHbIN COBETYMK B CETU. 34ECH Thl MOXKELLb Y3HaTb 0 6@30NacHOCTU B CETU

MOHATHLIM U AOCTYMHbIM A3bIKOM, @ NPY BO3SHUKHOBEHWUW KPUTUUYECKOWN CUTYyaLMmM 0BpaTUTLCA 32 COBETOM.
A TaK»Ke NPUHATb y4acTMe B KOHKYpPCax U CTaTb CaMbiM LUN$POBbIM rparkaaHuHom!



